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Introduction

- Access Management simplifies the implementation of
SSO by using a single authentication protocol while still

supporting the use of various protocols by individual
applications and services.

- Access Management Tasks
« Create and maintain connections to external identity providers.
« Configure authentication for Tridion Sites applications.

* Manage client credentials for applications, end-users, and service
accounts.
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Access Management architecture

External identify providers (examples)

SAML 2.0 IdP

Azure AD Onelogin Google ID

SAML/OIDC OIDC oIDC Windows Auth / LDAP SAML

Access Management
Federation Gateway / Token Service

OIDC
oIDC OIDC
oIDC OIDC

Experience Manager

Experience Space Content Manager Content Manager

Add-on Service

(Ul and Core Service REST API) Explorer

(XPM)

extensions

Tridion Classic User Interfaces
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Benefits

* Unified single sign-on.

* User interface for managing
system access

* Simplified configuration of
external identity providers
* Tridion service is not impacted by

external identity provider
changes

* Adding protocols means only
adding it to SDL Tridion Access
Management
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Access Management supported Identity provider types

* SAML 2.0

®* Open ID Connect
* Windows Authentication (Only in [IS)
° LDAP
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Access Management API

- Use the Access Management API if you want to
interact with Access Management programmatically
rather than through Access Management user
interface.

- Access Management Provide the API definition in the
OpenAPIl JSON format

- For reference documentation on the Access
Management API, go http://localhost:84/access-
management/api/api-docs
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http://localhost:84/access-management/api/api-docs

Swagger APl documentation

http://localhost:84/access-management/api/api-docs

@ Swagger Ul x -+
&« C @ localhost:84/access-management/api/api-docs/index.html * e

i Apps @ Access Managemen.. W3 AccessManagement @ localhost:34/access..

CIETS T LTl Access Management APl V1 ~

Access Management AP| @ &2

Jaccess-management/apiiapi-docsivi/openapi json

Access Management provides implementers with a simplified approach to identity management and gives administrators a central location for ongoing management of
access to applications.

Servers

I Jaccess-management

ApiReSou rces APIresources represent the services and roles that can be associated with an identity provider or user. e

| /api/vl/ApiResources GCets alist of all APl resources in the system. ‘

| /api/vl/ApiResources/{id} Geis the APl resource with the given ID. ‘

Applications Appications that are secured by Access Management. ~

| /api/vl/Applications Gets a list of all applications in the system ‘

‘ /api/vl/Applications/{id} Gets the application with the given ID ‘

PUT fapi/vl/Applications/{id} Updates an existing application S D L



http://localhost:84/aсcess-management/api/api-docs

Access Management API's for Automation

AddOn Service clientid and clientSecret creation

e /access-management/api/vl/ServiceAccounts/?2
» /access-management/api/vl/ServiceAccounts/2/generateClientSecret

RedirectUrls Update for Both Classic Ul and Experience Space

* /access-management/api/vl/Applications/3
» /access-management/api/vl/Applications/2

Identity Provider creation
e /access-management/api/vl/ldentityProviders

.k
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Demo

Access Management snriy idko ()

Access Management

Manage user access to SDL applications from a single location

|dentity providers

jentity pro

@ DEVSDLPRODUCTS LDAP 03/02/202009:34

& AzureAd OpenidConnect 03/02/2020 11:14
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Access Management Installation automation script

wVolume (%) » _Install » TXS-DEMO

o

Marne Date modified Type Size

20201202_111130.log 12/8/2020 11:12 AM Text Docurnent 4 KB
|8 AccessManagement-Service-Install.ps 12/8/202011:22 AM - Windows Powers... 12 KB
| | idp-provider,json 12/4/2020 1:03 PM JSOM File 2 KB
D idp-provider-samplejson 127772020 3:14 PM JSOM File 2 KB
| & Install-Opticns.ps1 12/8/2020 10:47 AM Windows Power5... 1KE

Pre-requisites

 Any Database version that is supported by Content Manager and Content Delivery

* Any Microsoft Windows server operating system that is supported for Content
Manager server or Content Delivery server

* .NET Core and ASP.NET Core host bundles version 3.1
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Access Management Installation automation script

wVolume (%) » _Install » TXS-DEMO

o

Marne Date modified Type Size

20201202_111130.log 12/8/2020 11:12 AM Text Docurnent 4 KB
|8 AccessManagement-Service-Install.ps 12/8/202011:22 AM - Windows Powers... 12 KB
| | idp-provider,json 12/4/2020 1:03 PM JSOM File 2 KB
D idp-provider-samplejson 127772020 3:14 PM JSOM File 2 KB
| & Install-Opticns.ps1 12/8/2020 10:47 AM Windows Power5... 1KE

One Script to deploy Access Management in one go, no more manual configuration
This will create the following

* Database

* Export PFX Certificate

* Install service and generate Client Id and client secrets and configure Idp provider
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Questions

&
Answers
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http://sdl.com/
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SDL (LSE: SDL) is the intelligent language and content company. Our purpose is to enable global
understanding, allowing organizations to communicate with their audiences worldwide, whatever the
language, channel or touchpoint. We work with over 4,500 enterprise customers including 90 of the
world's top brands and the majority of the largest companies in our target sectors. We help our
customers overcome their content challenges of volume, velocity, quality, fragmentation, compliance
and understanding through our unique combination of language services, language technologies and
content technologies.

Are you in the know? Find out why the top global brands use SDL at sdl.com. Follow us on Twitter,
LinkedIn and Facebook.
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